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BEAM IT Security, Inc. - Operations Capabilities

BEAM-ITSEC supports the security needs of our clients by providing highly skilled
professionals engaged in the protection and management of information, networks,
personnel, property, and operations in its most critical infrastructure environments. Our job
is to ensure that your confidential business data is safe, secure and easy to access at all
times.

Our expertise in cyber-security, associated logical and physical elements,
combined with the defense-in-depth approach, are reflected in BEAM ITSEC’s complete
service offerings in: Cyber Security, Governance, Risk Management & Compliance
(GRC), Cyber Assessment Services, Cyber Security Program Implementation, Technical
Business Security Solutions & Integration, Structured Telecommunications and Process
Control Cabling Installation, Access Control Systems, Intrusion & Burglar Alarm Systems,
Security Surveillance Camera Systems, Fire Alarm Systems, & Special Projects including:

IT GRC Services
o0 Information Technology Security C&A Process (NIST 800-37, 800-53)
Federal Information Security Management Act (FISMA)
Nuclear Regulatory Commission NRC (10 CFR 73.54, NEI 08-09)
ISO Information Systems Security Certification (ISO 27001)
Homeland Security Presidential Directive (HSPD-12)
NERC Critical Infrastructure Protection (NERC CIP)
Certification and Accreditation (C&A)
DoD Information Assurance C&A Process (DIACAP)
= Assessment Services
0 Risk and Vulnerability Assessments
0 Penetration Testing, Rules of Engagement
0 Independent Validation and Verification (IV&V)
0 Security Testing and Evaluation (ST&E)
= Strategic Security Services
0 Security Policy and procedure design, creation and review
o0 IT Disaster Recovery and Business Continuity planning (DR/BC)
0 Business Continuity of Operations Planning (COOP)
0 Security Architecture Review
= Security Program & Project Management
o Planning, Budgeting, coordinating, scheduling
0 Reviewing program execution actions
0 Prepare security plans & policy
o Plan of Action & Milestones (POA&M)
= Security Training and Program Development
o CISSP certification preparation
Network & Telecommunications Security
Access Control Solutions: Physical, Technical & Process
Encryption and Cryptography
Regulatory Security Awareness Training & User Acceptance Training
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Technical Business Security Solutions & Integration Services
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= Facility Clearance program (NISPOM)
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JPAS - individual security clearance management
Visit Control (VARs / VALS)

DSS Electronic Facility Clearance (eFCL)

Security Education, Training and Awareness (SETA)
Partner oversight
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Secure Cabling experience (electric, telecom, copper & fiber optics)
Fire & burglar alarms, CCTV/cameras, biometric control systems
Patch Management solutions

Network / Security Operations Convergence
Access control and Intrusion Detection & Prevention Systems (IDS/IPS)

Point of Contact:

Bob Harren, President
CISSP, FITSP-M
510-586-0291: Office
240-209-5970: Fax

20200 Redwood Road
Suite 15

Castro Valley, CA 94546
harren@beam-itsec.com
www.beam-itsec.com

CA DVBE/SB #: 46541
DUNS:197406874
CAGE Code: 38773

Alameda County, CA
License: 118433

EIN: 27-2282181

CISSP #: 38452

FITSP #: 00136

Clients:

*Exelis (ITT) / All Points Logistics: DIACAP (C&A),
IA/Cyber Security Analyses, vulnerability scans and
verification analyses for USAF Space Command at
Vandenberg AFB. (2011-2015)

*Defense Manpower Data Center (DMDC):

DIACAP / Cyber Security, C & A, vulnerability scans &
analyses, technical reports (2013-15)

* SF VA Medical Center: Electric, Network/Telephone,
fiber cabling, Installation of: Smoke Detectors, Access
Control, Panic Buttons, Power outlets, TV
Projectors...(2013-2015)

*Aquarius Information Systems: Cyber Security
Training — Prime Minister’s Office — Iraq (2012), Torres
Systems, Paraguay (2013)

*Prometheus Global, Inc.:

- Nuclear Cyber Security Policy / SCADA Program
assessment & Security Evaluation Reports at the NRC
(2010-2012)

- DIACAP / Cyber Security Analyses at US Army
INSCOM & CENTCOM (2011-2012)

- FSO - Facility Clearance Program (2008-2015)

* Securelnfo: NIST 800-53 IV&V FISMA assessments
at NASA bases: (2007-2010)

* KPMG — CSU Systems Vulnerability Assessments
(2009)

* Frontier Systems Integrators - FSO - Facility
Clearance Program; HQs Multi-National Forces, Irag.
(2004-2007) DaoD IG (2005)

* George P. Johnson Company: Disaster Recovery

NAICS - Description

334613 - Magnetic and
Optical Recording
334614 - Compact Disc,
Tape, and Record
Reproducing

541330 - Engineering
Services

541330 — Acoustical
Engineering Services
541511 — Custom
Computer Services
541512 - Computer
Systems Design Services
541513 - Computer
Facilities Management
Services

541519 - Other
Computer Related
Services

541618 - Other
Management Consulting
Services

541690 — Other Scientific
and Technical Consulting
561621 - Security
Systems Services
611430 — Professional
Development Training
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